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ABSTRACT

RetSim is an agent-based simulator of a shoe store based
on the transactional data of one of the largest retail shoe
sellers in Sweden. The aim of RetSim is the generation
of synthetic data that can be used for fraud detection re-
search. Statistical and a Social Network Analysis (SNA)
of relations between staff and customers was used to de-
velop and calibrate the model. Our ultimate goal is for
RetSim to be usable to model relevant scenarios to gen-
erate realistic data sets that can be used by academia, and
others, to develop and reason about fraud detection meth-
ods without leaking any sensitive information about the
underlying data. Synthetic data has the added benefit of
being easier to acquire, faster and at less cost, for exper-
imentation even for those that have access to their own
data. We argue that RetSim generates data that usefully
approximates the relevant aspects of the real data.

Keywords: Multi-Agent Based Simulation, Retail
Store, Fraud Detection, Synthetic Data.

1. INTRODUCTION

In this paper we introduce RetSim, a Retail shoe store
Simulation, built on the concept of Multi Agent-Based
Simulation (MABS). RetSim is based on the historical
transaction data provided by one of the largest Nordic
shoe retailers. This data contains several hundred mil-
lion records of diverse transactional data from a few years
ago, and covering several years. That is, this data is re-
cent enough to reflect current conditions, but old enough
to not pose a risk from a competitor analysis standpoint.

The defence against fraud is an important topic that has
seen some study. In the retail store the cost of fraud are of
course ultimately transferred to the consumer, and finally
impacts the overall economy. Our aim with RetSim is to
learn the relevant parameters that governs the behaviour
in a retail store to simulate normal behaviour, which is
our focus in this paper.

The main contribution and focus of this paper is a
method to generate anonymous synthetic data of a retail
store, that can then be used as part of the necessary data
for the development of fraud detection techniques. Even
so, the data set generated could also be the basis for re-
search in other fields, such as demand prediction, logis-
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tics and demand/supply research.

Later we plan to address the actual fraud and develop
techniques to develop malicious agents to inject fraudu-
lent and anomalous behaviour, and then develop and test
different strategies for detecting these instances of fraud.
Even though we do not address these issues in this paper,
we describe some typical scenarios of fraud in a retail
store. As this is our ultimate goal, fraud heavily influ-
enced the design of RetSim.

The main goal of developing this simulation is that it
enables us to share realistic fraud data, without exposing
potentially business or personally sensitive information
about the actual source. As data relevant for computer
security research often is sensitive due to a multitude of
reasons, i.e. financial, privacy related, legal, contractual
and other, research has historically been hampered by a
lack of publicly available relevant data sets. Our aim with
this work is to address that situation. However, simula-
tion also have other benefits, it can be much faster and
less expensive than trying different scenarios of fraud,
detection algorithms, and personnel and security policy
approaches in an actual store. The latter also risks incur-
ring e.g. unhappiness amongst the staff, due to trying e.g.
an ill advised policy, which leads to even greater expense
and unwanted problems.

Outline: The rest of this paper is organized as follows:
Section 2. introduce the topic of fraud detection for retail
stores and present related work. Sections 3. describes the
problem, which is the generation of synthetic data of a
retail store. Section 4. shows a data analysis of the current
data. Section 5. presents an implementation of a MABS
for our domain and shows the description of some retail
fraud scenarios. We present our results and verification of
the simulation in section 7. and finish with a discussion
and conclusions, including future work in section §..

2. BACKGROUND AND RELATED WORK
Simulations in the domain of retail stores have tradition-
ally been focused on finding answers to logistics prob-
lems such as inventory management, supply manage-
ment, staff scheduling and for customer queue reduc-
tions (Chaczko and Chiu, 2008; Schwaiger and Stahmer,
2003; Bovinet, 1993).
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There is currently a lack of research in the area of sim-
ulation of the retail environment for fraud detection and
here is where we focus in this work.

We have previously analysed the implications of us-
ing machine learning techniques for fraud detection using
a synthetic dataset (Lopez-Rojas and Axelsson, 2012a).
We then built a simple simulation of a financial transac-
tion system based on these assumptions, in order to over-
come our limitations and lack of real data (Lopez-Rojas
and Axelsson, 2012b). However, this work was not based
on any underlying data, but rather on assumptions of what
such data could contain. Here we continue and build a re-
alistic simulation based on a real data set that in the future
can be used to test diverse fraud detection techniques.

Data mining based methods have been used to detect
fraud (Phua et al., 2010). This lead to the result that
machine learning algorithms can identify novel methods
of fraud by detecting those transactions that are different
(anomalous) in comparison with the benign transactions.
This problem in machine learning is known as novelty de-
tection. Supervised learning algorithms have previously
been used on a synthetic data set to prove the performance
of outliers detection (Abe et al., 2006), however this has
not been done over transactional data. There are tools
such as IDSG (IDAS Data and Scenario Generator (Lin
et al., 2006)) which was developed with the purpose of
generating synthetic data based on the relationship be-
tween attributes and their statistical distributions. IDSG
was created to support data mining systems during their
test phase and it has been used to test fraud detection sys-
tems.

Nowadays with the popularity of social networks, such
as Facebook, the topic of Social Network Analysis (SNA)
has been given special interest in the research commu-
nity (Alam and Geller, 2012). Social Network Analysis is
a topic that is currently being combined with Social Sim-
ulation. Both topics support each other for the benefit of
representing the interactions and behaviour of agents in
the specific context of social networks.

Our approach aims to fill the gap between existing
methods and provide researchers with a tool that gener-
ates reliable data to experiment with different fraud detec-
tion techniques and compare them with other approaches.

3. PROBLEM

Fraud and fraud detection is an important problem that
has a number of applications in diverse domains. How-
ever, in order to investigate, develop, test and improve
fraud detection techniques one needs detailed information
about the domain and its specific problems.

There is a lack of data sets available for research in
fields such as money laundering, financial fraud and ille-
gal payments. Disclosure of personal or private informa-
tion is only one of the many concerns that those that own
relevant data have. This leads to in-house solutions that
are not shared with the research community and hence
there can be no mutual benefit from free exchange of
ideas between the many worlds of the data owners and
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the research community.
After describing the problem we formulated the main
research question that we address on this paper:

RQ How could we model and simulate a retail shoe
store and obtaining a realistic synthetic data set for the
purpose of fraud detection?

4. Data Analysis

To better understand the problem domain we began by
performing a data analysis over the historical data pro-
vided by the retailer. We are interested in finding the
necessary and sufficient attributes to enable us to simu-
late a realistic scenario in which we could reason about
and detect interesting cases of fraud.

We initially started by selecting five stores that repre-
sent different sizes of store in the company. We selected
two big stores, one medium and two small. We extracted
statistical information from the data set, presented in ta-
ble 1. All prices given are in a fictitious currency.

Due to a lack of space we will focus our presentation
of the analysis on one of the big stores by sales volume,
store one. Store one is relatively richer in data than the
smaller stores. This is specially interesting, since we are
more likely to find actual cases of fraud in a big store. We
took a sample that comprises the sales during a year. We
selected the transaction tables that detail cash flow and
the articles inventory, which give us a good idea of how
many transactions a big store can produce in a year, and
how many different types of articles and their quantities
that are sold in a year.

Table 1: Statistical analysis of five stores during one year

Stat-Store 1 2 3 4 5
Transactions 147037 180626 44446 37776 28456
Receipts 43406 38376 10094 8595 7619
Returns 9,25% 9,67% | 11,43% 9,89% 9,33%
Members 5509 6381 1375 1152 16

Mem. Rec 16,02% | 14,14% | 18.12% | 22,33% | 0,56%

Avg. Price 762,49 772,32 665,2 575,93 | 409,62

Std. Price 494,52 514,51 459,05 616,74 | 416,36

4.1. Statistical Analysis
The store one sample contains 147 037 records of trans-
actions. Note that this does not mean receipts, as a sin-
gle receipt can produce several records. The retailer runs
a fidelity program that allows customers to register their
purchases. From this one store we identified 5509 unique
members that made at least one purchase during the pe-
riod resulting in 16,02% of the receipts. This means
that the majority of receipts belongs to unidentified cus-
tomers. However in all these records we can identify the
item(s), sales price and the sales clerk.

We extracted statistical information, presented in ta-
ble 1 and plotted in figure 1 which represents the sales
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summary per day and figure 2 which shows the number
of customers per day.
Some observations that stand out in the data set:

* There were 67 receipts where the customer did not
pay anything for the item, it means that the discount
was 100% without returning any other article to the
store. This could possible be due to a fraud, and
when investigated could be used for injecting ma-
licious behaviour.

* Itwas very rare for a customer to buy the same article
more than once in the same purchase, this happened
only three times during the year.
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Figure 2: Store one - number of customers per day

We then investigated the performance of the staff. We
divided the sales staff into three categories: top, medium
and low. Top refers to staff that works regularly at the
store. Medium refers to seasonal staff that works usually
for a period between one and three months. Finally Low
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refers to staff that worked for less than one month. Table 2
shows the distribution of frequencies found in the data.
Top sale clerks work an average of 66% of the time at the
store, and they are only 22% of the total number of sales
staff.

Table 2: Sales clerk frequency

Type | Avg. Days | Avg. Cust | Std. Cust | Quantiy
Top 155,75 45,43 28,17 | 22,22%
Med 63,20 38,97 23,83 11,11%
Low 13,57 33,93 16,68 | 66,67%

Table 3: Article categories

Category | Probability | Rank
Top 0,2705 | +1000
High 0,2122 | 100-999
Medium 0,1109 | 20-99
Low 0,3495 | 3-19
Unfreq 0,0569 | 1-2

4.2. Network Analysis

Fraud has traditionally had a strong association to net-
work analysis. Due to the possibility of several actors
participating in a specific fraud in order to confuse the in-
vestigators and dilute the evidence. Another advantage of
a network analysis is the ability to visualize the network
by using different layout algorithms such as Force Atlas
or Yifan Hu (Hu, 2005). In this project we used the Gephi
software, that does network analysis and allows the use
of different layout algorithms for the visualization of the
network (Bastian et al., 2009).

We can create a network based on the interactions be-
tween each of the sales clerks and their respective cus-
tomers. For the weight of the edges we use the total
sales price with respect to each customer. Figure 3 shows
one way to visualize the sample data extracted from the
database using Yifan Hu layout.

The network topology resembles a hub topology,
where the sales clerks are the central nodes of the hubs,
and a few customers that have been helped by more than
one sales clerk act as bridges between the hubs.

The store one sample contains 5545 nodes where 36
of them are sales staff, with the rest being customers.
The network contains 6120 edges that connects the sales
staffand customers. Each edge weight represents the total
amount of purchases per customer. Table 4 show more in-
formation about the network used for calibrating the sim-
ulation.

Figure 3 shows a visualization of the network for the
store, the size of the nodes is determined by the out-
degree of the sales clerks. The number inside the nodes
also represent the number of customers that were helped
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Table 4: Network Analysis

Statistic Store one
Nodes 5.545
Sales Clerks 36
Customers 5.509
Avg. Degree 1.104
Diameter Undirected | 10

Avg. Path Undirected | 3.98

by the sales clerk. The In-degree distribution can be bet-
ter visualized in figure 4.

Figure 3: Store one - Network of customers and sales
clerks

From the network analysis there is a lot of data we can
use for our model, e.g. that 90.26% of the members have
been helped by only one sales clerk, as described by the
out-degree distribution.

5. MODEL AND METHOD

The design of RetSim was based on the ODD model in-
troduced by Grimm et al. (2006). ODD contains 3 main
parts: Overview, Design Concepts and Details.

5.1. Overview

5.1.1. Purpose

We aim to produce a simulation that resembles a real re-
tail store. Our main purpose is to generate a synthetic
data set of business transactions that can be used for the
development and testing of different fraud detection tech-
niques. It is important due to the difficulty to find diverse
and enough cases of fraud in a real data set. However this
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Figure 4: Store one - Customers per sales clerks

is not the case of a simulated environment, where fraud
can be injected following known patterns of fraud.

5.1.2. Entities, state variables and scales
There are three agents in this simulation: Manager, Sales
clerk and Customer.

Manager This agent decides the price, check inventory
and order new items.

Sales clerk Is in charge of promoting the items and is-
sues the receipt after each sale. A sales clerk can be in
state busy when the clerk is serving its maximum amount
of customers.

Customer The behaviour is determined by the goal of
purchasing one or several items. A customer is in an ac-
tive need-help state, when no sales clerk is assisting with
shopping.

5.1.3. Process overview and scheduling

During a normal step of the simulation a customer enters
the simulation, and a sales clerk sense nearby customers
in the need-help state and offers help. There are two dif-
ferent outcomes: FEither a transaction takes place, with
probability p, or no transaction takes place with, trivially,
probability 1 — p.

The time granularity of the simulation is that each step
represents a day of sales. So a normal week has seven
steps and a month will consist of around 30 steps. We do
not make any explicit distinction between specific days
of the week. Instead we handle differences between days
by using a different distribution of the customers per day
(see figure 2).

5.2. Design Concepts

The basic principle of this model is the concept of a com-
mercial transactions. We can observe an emergent social
network from the relation between the customers and the
sales clerks. Each of the customers have the objective of
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purchasing articles from the store. The sales clerks objec-
tive is to aid the customers and produce the receipt nec-
essary for the generation of the data set. Managers play
a special role in the simulation. They serve as the sched-
ulers for the next step of the simulation. Given the spe-
cific step of the simulation the manager generate a supply
of customers for the next day and activate or deactivate
specific sales clerks in the store. In our virtual environ-
ment the interaction between agents is always between
sales clerk and customer. Purchase articles from another
customer or selling articles to a sales clerk is not permit-
ted.

Customers and sales clerks can scout the store in any
radial direction from their current position and search or
offer help, respectively.

The agents do not perform any specific learning activ-
ities. Their behaviour is given by probabilistic Markov
models where the probabilities are extracted from the real
data set.

5.3. Details
5.3.1. Initialization

The simulation starts with a number of sales clerks that
serve the customers, an initial number of customers and
one manager that does the scheduling.

The In-degree distribution is used as an indication of
how good a sales clerk can be. Each sales clerk is as-
signed an in-degree value in each step of the simulation
when the sales clerk searches for customers in need of as-
sistance. The bigger their in-degree the more customers
they can help.

5.3.2. Input Data

RetSim has different inputs needed in order to run a simu-
lation. The input data concerns the distributions of prob-
abilities for scheduling the sales clerks, the items that can
be purchased and different statistic measures for the cus-
tomers. A CSV file which contains an identifier, descrip-
tion, price, quantity sold and total sales specify these in-
puts. For setting the parameters, including the name of
the CSV-file, we use a parameter file that is loaded as the
simulation starts or the can also be set manually in the
GUL

5.3.3. Submodels

Figure 5 shows the different use cases of the agents. This
model represent the different actions that an agent can
take inside the system.

Manager scheduler This agent is in charge of schedul-
ing the next step of the simulation. There is only one
manager per store. This agent creates the new customers
that are going to arrive to the store according to a distri-
bution function extracted from the original data set. The
manager also allocate the sales clerks that are going to be
active during the this step of the simulation.
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Customer finder Is performed by the sales clerk and
it starts with the agent searching nearby for a customer
that is not being helped by an other sales clerk. Once
the contact is established a sale is likely to occur with a
certain probability.

Sales clerk finder Customers that are still in need for
help can also look for nearby sales clerks. This again
could lead to a sale.

Network generation Every time a transaction is per-
formed between a customer and a sales clerk, an edge is
created in the network composed of the customers and the
sales clerks in attendance. The weight of the edge repre-
sent the sales price. The network grows by the inclusion
of new customers or sales clerks.

Item selection for purchasing Items are classified into
5 different categories according to their quantity or units
sold (see table 3). From the original data we extracted the
probabilities of each of the categories and quantities. A
customer can also purchase more than one item.

Item return after purchasing A customer can also de-
cide to return a purchased item with a certain probability

p.

Log of receipt transactions Each time an item is pur-
chased a receipt is created. A receipt contains the infor-
mation about the customer, sales clerk, item(s), quanti-
ties, sales price, date and discount if any.

6. Fraud Scenarios in a Retail Store

In this section we describe how three examples of retail
fraud can be implemented in RetSim. These fraud sce-
narios are based on selected cases from Thornton (2009)
report. As can be seen in section 5., the different sce-
narios can be implemented in almost the same way. Fur-
thermore, a fraudulent sales clerk will probably use sev-
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eral different methods of fraud, which means that Ret-
Sim needs to be able to model combinations of all fraud
scenarios implemented. Although the implementation of
these scenarios are out of the scope of this paper, we in-
clude a description and explain how to implement them
in RetSim.

6.1. Sales cancellations

This scenario includes cases where the sales clerk cancels
some of the items in the sale without telling the customer,
i.e., the customer pays the full sales price, and the sales
clerk keeps the difference. In terms of the object model
used in RetSim the sales cancellation scenario can be im-
plemented by the following setting: Estimate the aver-
age number of cancellations per sale and the correspond-
ing standard deviation. Use these statistics for simulating
normal cancellations in the RetSim model. Fraudulent
sales clerks will perform normal cancellations, as well as
fraudulent once. The volume of fraudulent cancellations
can be modelled using a sales clerk specific parameter.
The "red flag” for detection will in this case be a high
number of cancellations for a sales clerk with a low num-
ber of average sales.

6.2. Refunds

This scenario includes cases where the sales clerk creates
fraudulent refund slips, keeping the cash refund for him-
or herself. In terms of the object model used in RetSim the
refund scenario can be implemented by the following set-
ting: Estimate the average number of refunds per sale and
the corresponding standard deviation. Use these statis-
tics for simulating refunds in the RetSim model. Fraudu-
lent sales clerks will perform normal refunds, as well as
fraudulent once. The volume of fraudulent refunds can
be modelled using a sales clerk specific parameter. The
"red flag” for detection will in this case be a high number
of refunds for a sales clerk.

6.3. Coupon reductions/discounts

This scenario includes cases where the sales clerk regis-
ters a discount on the sale without telling the customer,
i.e., the customer pays the full sales price, and the sales
clerk keeps the difference. In terms of the object model
used in RetSim the coupon reduction/discounts scenario
can be implemented by the following setting: Estimate
the average number of cancellations per sale and the cor-
responding standard deviation. Use these statistics for
simulating discounts in the RetSim model. Fraudulent
sales clerks will perform normal discounts, as well as
fraudulent ones. The volume of fraudulent discounts can
be modelled using a sales clerk specific parameter. The
"red flag" for detection will in this case be a high num-
ber of discounts for a sales clerk with a low number of
average sales.

7. RESULTS
RetSim uses the Multi-Agent Based Simulation toolkit
MASON which is implemented in Java (Luke, 2005).
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MASON offers several tools that aid the development of
a MABS. We justified our choice mainly for the bene-
fits of supporting multi-platform, parallellization, good
execution speed in comparison with other agent frame-
works; which is specially important for computationally
intensive simulations such as RetSim (Railsback et al.,
2006). RetSim can be run with GUI, that helps the user
see the states and relations between the sales clerks (big-
ger circles) and customers, as can be seen in the example
in figure 6.

Figure 6: Screenshot of RetSim during a step

In RetSim we do not make any distinction between cus-
tomers that are part of the membership programme or not.
RetSim assumes that all the customers are members. This
give us a way to track individual behaviours of all cus-
tomers, which is beneficial.

The output of RetSim is a CSV file that contains the
fields: Step, Type of Transaction (e.g. one sale, three re-
turns), Customer Id, Sales Clerk Id, Sales Price, Item Id
and [tem Description.

7.1. Scenarios simulated

We aimed to perform a simulation that would produce a
comparable data set to our sample data set which con-
tained 36 sales clerks and around 45000 receipts and
81500 articles sold. The simulation was loaded with a
subset of about 11000 articles from the real store.

We ran RetSim for 361 steps (working days of the
store), several times and calibrated the parameters given
in order to obtain a distribution that get closer enough to
be reliable for testing. We collected several log files and
selected three from the latest runs. Table 5 compares three
runs of RetSim against the original data. Since this is a
randomised simulation the values are of course not iden-
tical.
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Table 5: Statistical Analysis Store one vs RetSim Simu-
lations

Statistic Store 1 | RetSiml | RetSim2 | RetSim3
Articles sold 81441 103716 95847 96492
Avg. Sales Price | 372.3 405.5 405.2 407.1
Std. Sales Price 510.9 555.1 550.7 552.2

7.2. Social Network Calibration

We experimented with calibrating our results and aim to
simulate the network presented in section 4.2.. Our aim
was to obtain approximately the same amount of nodes
and edges. We used the out-degree distribution to asso-
ciate sales clerks with customers. So each sales clerk is
capable to handle more or less customers during each step
of the simulation and this creates the difference between
nodes. This difference is interpreted in the real world by
two parameters. The first is how many days a sales clerk
work and the second is how good sales clerks they are.
Accordingly, we only allow sales clerks with a high in-
degree to be active during most of the steps. It means that
we deactivate some sales clerks during any one specific
step.

After several experimental runs and around 180 steps,
keeping the most of the parameters from the original sim-
ulation, we selected one of the simulation runs to show in
table 6.

Table 6: Network Simulated

Statistic RetSim
Nodes 4948
Edges 5339
Sales Clerks 36
Customers 5303
Avg. Degree 1.079

Avg. Weighted Degree | 499.1
Modularity Undirected | 0.845
Diameter Undirected 8
Avg. Path Undirected | 4.19

7.3. Evaluation of the model

We start the evaluation of our model with the verification
and validation of the generated simulation data (Ormerod
and Rosewell, 2009). The verification ensures that the
simulation correspond to the described model presented
by the chosen scenarios. We described RetSim in sec-
tion 5.. In our model, we have included several charac-
teristics from a real store, and successfully generated a
distribution of sales that involved the interaction of sales
clerks and customers. However, there are a few charac-
teristics left from the real model such as discounts.
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Figure 7: Small Simulated network

The validation of the model answer the question: Is
the model a realistic model of the real problem we are
addressing? After several runs of the simulation to cali-
brate it, we are able to answer that question affirmatively.
We present some generated distributions of sales that are
comparable visually in figure 8, 9 and 10.
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Figure 8: Comparison of simulated vs real data

Figure 8 shows a comparison of RetSim and the real
sample data extracted from store one. We note several
things: first the shape of the distributions look similar.
Before zero are all the returns with a shape of a flat nor-
mal distribution. Between zero and 100 are the most
frequently sold items such as shoe laces or accessories,
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which produces a peak. After 100 and before 2000 is the
most common rank for shoes, so it presents another part
of the distribution that contains the mean.
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Figure 9: Comparison of distribution of simulated vs real
data

Figure 9 shows an overlap of our sample store with dif-
ferent simulation runs by RetSim. Visually the distribu-
tions look similar. However there are several differences
in the small shapes.

In figure 10 we can see a box plot comparison of store
one with the RetSim runs. We can visually identify that
the five statistical measures provided by the box plot are
similar without being identical.
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Figure 10: Box plot of simulated vs real data

Now we will focus on evaluating the simulated net-
work presented in section 7.2.. The simulation in com-
parison with the original data seems visually very similar.
There are similarities between the hub topology, num-
ber of nodes, and sales clerks. However we also find
some dissimilarities between the weighted average de-
gree, which in the simulation was below the original data.

There is more homogeneity between the purchases of
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the customers in the original data than in the simulated
data. This could be due to the random nature of the selec-
tion of items in the simulation. Notice the visual differ-
ences between figure 3 and 7.

Another difference that we found is that the simulated
network generates one single giant component. In the
original data we could perceive a few sales clerks that
perhaps just worked there for a single/few days and only
served few customers. Those sales clerks are identified as
islands and separated components. The analysis of these
islands might be of interest for fraud detection.

We can also look at the modularity of the simulated net-
work as an emerging behaviour of the customers. Both,
the original and the simulated network are very similar
and build their communities around the sales clerks. This
can be clearly visualized by the different colours used in
all the visualizations.

So in summary, our agent model with its programmed
micro behaviour, produces the same type of overall inter-
action network that we can observe in the original data,
and furthermore, this interaction network give rise to the
same macro behaviour for the whole store as for the real
store as well.

Since we are running a simulation we argue that the
differences are not significant for our purpose, which is
to use this distribution to simulate the normal behaviour
of a store, and later combine this with injected anomalies
and known patterns of fraud.

8. CONCLUSIONS

RetSim is a simulation of a retail shoe store with the ob-
jective to generate a sales data set that can be used for
research into fraud detection. Synthetic data sets gener-
ated with RetSim can aid academia, companies and gov-
ernmental agencies to test their methods or to compare
the performance of different methods under similar con-
ditions on the same test data set.

In section 3. we formulated our research question for
this paper: How could we model and simulate a retail
shoe store and obtaining a realistic synthetic data set for
the purpose of fraud detection? In section 5. we pre-
sented the RetSim model, which is based on the ODD
methodology. In order to better support our claim and an-
swer our research question we analysed the type of data
needed to generate and output as a CVS file (see sec-
tion 7.) and we evaluated and verified our model in sec-
tion 7.3..

It is important to know how much information from
the real data set is contained in the generated synthetic
data. First we do not keep any record of who is purchas-
ing anything in the store, we based our simulation purely
on statistical measures and network measures that give us
an approximate description of how the individual agents
behave. This means that the retail store can be sure that
the privacy from the customers is preserved when using
RetSim.

We argue that RetSim is ready to be used as a gen-
erator of synthetic data sets of commercial activity of a
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retail store. Data sets generated by RetSim can be used
to implement fraud detection scenarios and malicious be-
haviour scenarios such as a sales clerk returning stolen
shoes or unusually low productivity of a sales clerk dur-
ing a specific day which could mean that the clerk is not
entering some of the receipts into the system. We will
make a stable released of RetSim available to the research
community together with standard data sets developed for
this article and further research.

For future work we plan several improvements of and
additions to the current model. RetSim can be calibrated
to improve the results presented in section 7. and make
the data set more realistic.

In order to generate records with malicious behaviour
we plan to extend RetSim to also generate malicious ac-
tivity that can come from the sales clerk, customer or even
the managers, or combinations of these.

Among the additions we consider are: inventory con-
trol, discounts and promotions that affect the demand of
certain products. We can also add hidden parameters to
sales clerks such as skills in sales, which will increase
the number of customers and the average cost of items
purchased. Another possible inclusion in future versions
is an interesting behaviour, the self transaction, where a
sales clerk can play the role of a customer and a sales clerk
at the same time. This behaviour can play a key role in
order to find cases of fraud.
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