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ABSTRACT
In this paper we propose a decision model aimed at in-
creasing security in a utility network (e.g., smart grid,
water network). This model assumes that all edges (e.g.,
pipes, cables) have a certain, not necessary equal, prob-
ability of failure, which can de reduced by taking ap-
propriate arc-specific security measures. These are com-
bined in security strategies that should be applied to mini-
mize the risk of disconnecting an origin node from a des-
tination node. We develop a simple but effective meta-
heuristic approach to solve this problem. Detailed exper-
iments on realistic instances are conducted and the rela-
tionships between solutions and problem parameters are
tested by simulating different scenarios.

Keywords: network security, metaheuristics, knapsack
problem.

1. INTRODUCTION
In modern day society, utility networks such as electric-
ity, water, gas, and communication networks are taken
for granted. People expect that they function at all
times, and are capable of handling all demand placed
on them. However, there is a real risk of failures in all
types of networks. Those failures might make the net-
work unavailable with a resulting interruption of the ser-
vice/connection between two network points which are
represented by a origin node (i.e., the point from which
the service or the product is send to the customer through
the network) and a destination node (i.e., the customer
or the point to which the product, service is delivered
through the network).

Network breakdowns can have safety-related causes
such as natural phenomena (e.g., earthquakes, storms),
human errors, or mechanical defects such as in pumps
and valves, caused by the regular wear and tear. In addi-
tion, network breakdowns can be due to security-related
causes such as intentional terrorist attacks and/or mali-
cious sabotages.

After 9/11, the protection of utility networks against
intentional attacks has received great attention among
network providers. In fact terrorist attacks on utility net-
work are not rare and might cause huge losses in a na-
tion’s economy. For these reasons in the remainder of the
paper our focus is on network security rather than safety.

Network providers and managers can reduce the risk

of a network breakdown after a terrorist attack addressed
at one or several network arcs by applying preventive se-
curity measures in order to reduce network vulnerabili-
ties.

The security budget that can be spent on these secu-
rity measures, however, is generally limited. The current
economic situation has increased the pressure on limiting
even further many budgets and investments in security. In
this work, a combination of security measures for one arc
is called a security strategy for that arc.

The problem defined in this paper is to reduce the
risk of a utility network being (partially) out of service,
which is measured as the risk to break the connection
between an origin and a destination node, by reducing the
risk or the effects of an intentional attack on the network
by selecting security strategies from a list of available
ones.

Since the budget is limited and the security strate-
gies can only be applied locally, i.e., on a specific link in
the network, the security strategies should be chosen in
such a way that the reduction of the risk of the network
service being down is as large as possible while keeping
the total cost of the security strategies within the budget.

Once we consider realistic cases, in which hundreds
of links (in our case from 100 up to 500) might compose
the network and dozens different security strategies (in
this paper from 5 up to 20) might be available for each
network arc, the problem can turn out to be so large that
it will become computationally infeasible to solve it in a
reasonable amount of time with exact algorithms. There-
fore we will explore the use of metaheuristics to support
this decision problem.

The paper is organized as follows. In Section 2 we
give a brief overview of the state of the art. Section 3
clarifies the problem of selecting the best strategies to
increase the security of the whole network is described
and modelled as an optimisation problem. In Section 4,
we present a metaheuristic to solve the network secu-
rity problem. Section 5 presents some preliminary results
about the computational experiments of the metaheuris-
tic presented in this paper. Section 6 concludes the paper
and presents some idea of further developments. Dur-
ing the conference more details about the scenarios that
have been designed to investigate the relationships be-
tween the problem/heuristic parameters and the solutions
quality will be presented.
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2. LITERATURE REVIEW
Following the 9/11 attacks, network security has received
growing attention within the scientific community. Al-
though significant research has been done to improve
best practices in the field of security, few papers have
addressed the relationship between risk-related variables
and an objective related to cost-effective network secu-
rity decisions. Nevertheless, security measure selection
problems have received some attention in more recent lit-
erature.

The problem of selecting the right security measures
given a limited budget is clearly not an easy task. Most
security planning models in the literature are qualitative,
and only few of them rely on quantitative approaches. In
case of a pipeline network, the security risk assessment
procedure elaborated by Reniers and Dullaert (2012) may
be used. After a careful pipeline security risk assessment,
the user is in possession of pipeline segment risk data as
well as pipeline route risk data. Assuming that the se-
curity risk analyst determines a set of available security
measures and defence strategies for application to the dif-
ferent pipeline segments and/or for the pipeline routes, a
selection of the most effective security measures with re-
spect to the available budget (either for a single pipeline
segment or for a pipeline route) can be calculated. If
the cost of the security measures is known in advance a
mathematical approach can be used to solve the problem
of optimal allocation of security resources by solving a
knapsack problem. Reniers et al. (2012) explain how this
well-known technique in the field of Operations Research
is easy to use in case of security optimisation problems.
A practical application to secure an illustrative pipeline
infrastructure used to transport oil is described in Talarico
et al. (in press 2014).

In Bistarelli et al. (2007) a method for the identi-
fication of the assets, the threats and the vulnerabilities
of ICT systems is introduced. Furthermore, a qualitative
approach for the selection of security measures to protect
an IT infrastructure from external attacks is discussed.
In particular, two security models based on defence trees
(an extension of attack trees) and preferences over secu-
rity measures are proposed.

In Viduto et al. (2012) the security of a telecommu-
nication network is analysed from a quantitative point of
view. Knowledge of potential risks enables organisations
to take decisions on which security measures should be
implemented before any potential threat can successfully
exploit system vulnerabilities. A security measure selec-
tion problem is presented in which both cost and effec-
tiveness of an implemented set of security measures are
addressed. A Multi-Objective Tabu Search (MOTS) al-
gorithm is developed to construct a set of non-dominated
solutions, which can satisfy organisational security needs
in a cost-effective manner.

In Sawik (2013) a similar security measure selec-
tion problem for an IT infrastructure is formulated as a
single- or bi-objective mixed integer programming prob-
lem. Given a set of potential threats and a set of avail-

able security measures, the decision maker needs to de-
termine which security measure to implement, under a
limited budget, to minimize potential losses from suc-
cessful cyber-attacks and mitigate the impact of disrup-
tions caused by IT security incidents.

The prevention of heavy losses due to cyber-attacks
and other information system failures in an IT network
is usually associated with continuous investment in dif-
ferent security measures. In Bojanc and Jerman-Blaz̆ic̆
(2008) several approaches enabling the assessment of
the necessary investments in security technology are ad-
dressed from an economical point of view. The paper
introduces methods for the identification of risks in ICT
systems and proposes a procedure that enables the selec-
tion of the optimal level of investments in security mea-
sures.

Once security risks have been identified, the poten-
tial loss associated with their occurrence, as well as their
probability of occurrence must be determined. Determin-
ing both probability of occurrence and potential impact
of each risk is done in a process called risk assessment.
Performing a risk assessment phase allows to take deci-
sions regarding the necessary investment in security con-
trols and systems. In our paper we assume that a pre-
liminary risk assessment phase has been conducted by
experts, in order to determine the probability of attacks
associated with each network arc together with the costs
and benefits of each available security measure.

Our approach extends the works of Reniers and Dul-
laert (2012) and Reniers et al. (2012) by defining a single-
objective problem and proposing a quantitative method to
select appropriate security measures. A different objec-
tive function is used, which relies on the minimization
of the risk of the network to be not accessible between
a couple of network nodes instead of the maximization
of the effectiveness of the security measures used. More-
over, in our work, since a list of security measures is de-
fined for each arc of the network, the model incorporates
not only decisions taken at the level of the network, as
done in Reniers and Dullaert (2012), Reniers et al. (2012)
and Sawik (2013), but it depends on the choices made at
the level of single network arcs.

3. PROBLEM DESCRIPTION
The utility network can be represented by using a graph
G = {N ,A }, where N represents a set of nodes and
A a set of arcs, connecting the nodes. All arcs ai ∈ A
have a probability of being attacked and failing, denoted
as pi. A set of security strategies Si, is defined for each
arc ai ∈A and it comprises all security strategies si j that
are available for this arc.

For each security strategy si j of arc ai there are a cost
ci j and a value pi j, which represents the probability of
failure of this arc when si j is applied. Only one security
strategy per arc can be applied. A security strategy can
be a combination of single security measures (see e.g.,
Table 1). A combination of security measures can have
a different effectiveness than the sum of the impact of
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Table 1: Set of security strategies Si for arc ai
Strategy Security measures Cost Probability

0 - 0 0.6
1 A 100 0.5
2 B 150 0.45
3 C 200 0.4
4 A&B 250 0.32
5 B&C 300 0.25

the individual security measures due to some interaction
effects. In some cases, combinations of single security
measures might not be available due to their incompati-
bility.

The default security strategy si0, that has a cost
ci0 = 0, is a default state that indicates that no security
measures are applied. Its related probability pi0 repre-
sents the risk of arc ai failure in case no security measure
is selected. It represents the probability of failure of that
arc given that an attacker is rational. The probabilities are
unique for each arc, and are based on several information
such as geographical location, length, criticality of that
arc in the network. We assume that these probabilities
are predefined in the risk assessment done by a security
professional.

The model proposed in this paper makes the as-
sumption that only arcs can be attacked and that nodes
are well protected and no viable target for an attack. In
future research the model will be extended to a more gen-
eral case where nodes are targets as well.

Given an origin node o and a destination node d in
the network, the quality of a solution (i.e., a selection of a
security strategy for each arc) is defined as the probabil-
ity that no path exists between node o and node d. This
would make it impossible for a service or good from node
o to reach node d (e.g., it would be impossible to make
a phone call from node o to node d, if all connections to
node d were unavailable).

In a communication network it is necessary that the
whole network remains connected after an attack in order
to guarantee a proper transfer of data between an origin
node and a destination node. While extending the anal-
ysis to water/gas/electricity networks it is possible that
after an attack a sub-network could still operate, but the
transfer of a service/product between a supplier (our ori-
gin node) and a final user (our destination node) is not
possible due to the lack of connections after an attack.
In fact some arcs that are not available due to an attack
might disconnect the end user from the global utility net-
work.

In this paper, since the decision problem is intro-
duced for the first time, the problem is simplified by mak-
ing the assumption that only one supplier and one cus-
tomer exist in the network. However, several intermedi-
ate network nodes through which the service/goods pass
along the network to reach the customer are considered.
In future work, this model will be extended as to evaluate

several utility suppliers and several customer in the net-
work, minimizing the risk that any customer is separated
from any of the suppliers. In addition supplier capacity,
customer demand and importance of either of them might
be considered.

Given the fact that we have a single source node and
a single destination node, in order to calculate the risk of
the network being out of service, we make use of proba-
bility theory. Probability theory is used extensively in re-
liability theory and in reliability studies of systems. For
an overview, we refer to Bazovsky (2004); Ministery of
Defence (UK) (2011); Romeu (2004).

In order to mathematically state the decision prob-
lem associated to the selection of the best set of security
strategies to increase the overall network security, we first
have to define the risk for the network G being not avail-
able between source node o and destination d. For this
reason we define a set C . This set contains the combina-
tions of arcs that will disconnect all paths in the network
between nodes o and d. In other words each element l
of set C represents a combination of arcs, contained in
set A E

l , for which failure happens, and arcs contained
in set A N

l , which do not fail. It should be noted that
A E

l ∪A N
l = A , ∀l ∈ C . In addition, an element l in set

C contains a critical combination of arc failures (from
now on called scenarios) since if the arcs in A E

l are out
of service, a network breakdown between o and d is gen-
erated. The cardinality of set C depends on the topology
of the network G and the position of nodes o and d within
the network. Let B represents the available security bud-
get and xi j a binary variable, that takes values 1 when the
security strategy j on arc i is applied, and 0 otherwise.

min ∑
l∈C

Rl (1)

s.t.

∑
i∈A

∑
j∈Si

ci j · xi j ≤ B (2)

pi = ∑
j∈Si

pi j · xi j ∀i ∈A (3)

Rl = ∏
i∈A E

l

pi · ∏
k∈A N

l

(1− pk) ∀l ∈ C (4)

∑
j∈Si

xi j = 1 ∀i ∈A (5)

xi j ∈ {0,1} ∀i ∈A ,∀ j ∈Si (6)

The objective function (1) minimizes the total risk
for the network being out of service between nodes o and
d. The total network risk is given by the sum of risks as-
sociated to single scenarios happening. Constraint 2 en-
sures that the total cost associated to the selected security
strategies does not exceed the predefined security budget
B. Equation 3 is used to define the probability pi asso-
ciated to a failure of arc ai. Equation 4 gives us the risk
for a scenario happening, which disconnects the paths in
the network between nodes o and d. Equation 5 forces
the decision process to select at maximum one security
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strategy to protect arc ai. It should be noted that xi0 = 1
means that for arc ai no security measures have been ap-
plied. Finally, constraint 6 represents the domain of the
decision variable, which ensures that no partial security
strategies are allowed.

4. SOLUTION APPROACH
The decision problem of selecting appropriate security
strategies given a budget constraint, in order to reduce
the risk for the utility network being down, belongs to
the more general category of knapsack problems.

The single objective knapsack problem is one of the
best known combinatorial optimisation problems. This
problem can be described as follows: given a set of n
items, each with a certain weight wi and a certain profit
pi with i ∈ [1,n], the objective is to select the subset of
items of which the total profit is maximal, and the total
weight does not exceed the knapsack capacity C.

Applications of the knapsack problem are fre-
quently encountered in several real-world decision-
making processes in different fields such as portfolio
management, menu planning, design of experiments. For
a detailed review of the knapsack problem, the reader is
referred to Wilbaut et al. (2008).

Our problem, since the objective function is not lin-
ear, belongs to the class of non-linear knapsack prob-
lems, also known as the non-linear resource allocation
problem. This problem also belongs to the category of
combinatorial optimisation problems (see Bretthauer and
Shetty (2002)). As the problem instances grow larger,
an exact algorithm will require an exponential amount of
time. Therefore, we decided to sacrifice the optimality
for near optimal solutions that can be calculated in a very
short amount of time. To achieve this goal we will make
use of metaheuristics.

The metaheuristic that has been developed in this
paper is shown in Algorithm 1. It belongs to the category
of iterated local search algorithms (ILS). The reader is
referred to Lourenço et al. (2010) for a recent survey on
ILS. More specifically, a greedy random adaptive search
procedure (GRASP) is combined with a variable neigh-
bourhood descent (VND) to improve the current solution
and finally two perturbation heuristics are used to escape
from local optima. In addition a tabu list is used during
the whole execution of the heuristic to avoid an explo-
ration of solutions that have been analysed in previous
iterations.

The first step of this iterative solution approach con-
sists of running a GRASP constructive heuristic that se-
lects promising arcs, and selects from that set of promis-
ing arcs the best security strategy. This selection is re-
peated until the security budget does not allow any fur-
ther security strategies.

After the GRASP procedure is finished, we use local
search to improve the current solution by using a VND
block. This local search is executed until the algorithm
finds no more improvement. Once this is the case, a per-
turbation is applied to escape the local optimum, and the

Algorithm 1 Metaheuristic structure
Initialize both Problem and Heuristic parameters
let x be the current solution and f (x) its cost
let x∗ be the best solution found so far and f (x∗) its cost
x← GRASP Heuristic()
x∗← /0, f (x∗)← ∞

while (max number of iterations not reached) do
x← Improvement(x)
if ( f (x)< f (x∗)) then

x∗← x, f (x∗)← f (x)
update number of iterations without improvement

end if
if (max number of iterations without improvement not
reached) then

x← Perturbation(x)
else

x← GRASP heuristic()
end if
update number of iterations

end while
return x∗

algorithm continues with a local search from this per-
turbed solution. If after a predefined number of pertur-
bations no better solution can be found, the algorithm is
restarted from a new solution generated by the GRASP
constructive heuristic.

5. COMPUTATIONAL RESULTS
In this sections we provide some preliminary results of
the computational experiments by using the solution ap-
proach described before on some realistic instances.

In a first step, the parameters for the solution ap-
proach are tuned in order to achieve the best results on
average. This step is executed by doing a full factorial
experiment on small but realistic instances.

Then, using the best parameter settings for the so-
lution approach, we analyse the influence of each meta-
heuristic components on both the quality of the solutions
and the running time. In particular the VND heuristic
on average can improve the initial solutions generated by
the GRASP constructive heuristic by 1%. Moreover the
perturbation is quite effective since it can efficiently help
the solution approach by escaping from local optima and
improve the quality of solutions on average by 0.14%.

In Figure 1 we report the evolution of the objective
function associated with both the best and the current
solutions over time. It can be noticed that our solution
approach is able to converge towards good results in a
short CPU time also in case of large instances. It should
be noted that the marginal improvement of the best solu-
tion found so far significantly decreases when the running
time is increased.

Analysing the plot associated with the current solu-
tion in Figure 1 the behaviour of the solution approach
on the quality of the solution should become clear. Af-
ter the perturbation, that destroys the quality of the so-
lution, small improvements obtained during the VND
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heuristic can lead to better solutions. One can clearly
distinguish the perturbation strategy that allows the algo-
rithm to efficiently escape from local optima. Starting
from the perturbed solution, presented by a higher objec-
tive value (thus denoted with a pick), the VND heuristic
guides the current solution trough small improvements
towards a new local optimum and a hopefully a new and
better solution becomes available. The fact that the VND
heuristic is able to decrease the value of the perturbed so-
lution and detects new local optima prove the efficiency
of the VND.
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Figure 1: Plot of the objective value over time.

6. CONCLUSION & DISCUSSION
In this paper we describe a model for the selection of
the appropriate security strategies given a limited bud-
get to increase the security of an infrastructure such as
pipelines transportation systems, telecommunication net-
works, smart grids.

By selecting an origin node and a destination node
it is possible to define the risk associated to the interrup-
tion of service (or material flow) due to external, mali-
cious attacks (e.g., terrorism, vandalism) directed at the
destruction of one or several arcs.

Redundancies in the network might be used by the
service provider or network owner in order to keep the
service available in case of problems affecting a single
arc of the network. However, attacks directed at critical
arcs might disrupt the complete infrastructure and ser-
vice.

An exact evaluation of the risk for the whole net-
work to be down might be a difficult task, especially
when several loops are present inside the network. Loops
might be added to increase the networks reliability. In or-
der to reduce the complexity of computations, we defined
an approach to have an accurate estimate of the risk for
the network being down.

This method considers the global impact of a lim-
ited number of arcs that are unavailable at the same time
and therefore might disconnect the origin node from the
destination node. In order to prevent such episodes that
could induce significant economic loss, security strate-
gies can be implemented to increase the reliability of
each network arc.

We assume that each arc presents different charac-
teristics in terms of vulnerability to external attacks due
to internal and external factors such as geographical loca-
tion, length, materials used, operating conditions. In ad-
dition, we assume to have available for each arc a list of
security strategies each one with different characteristics
in terms of cost and effectiveness. The decision support
model presented in this paper attempts to define a ideal
mix of such strategies in order to increase the security of
the overall network respecting the budget. This budget
might restrict the choice between security strategies.

The decision model considered in this paper ad-
dresses multilevel decisions, since a decision made at the
level of a single arc might affect the security of the whole
network. We proposed a heuristic algorithm, which ex-
ploits the benefits offered by tabu search combined with
a GRASP and an iterated local search solution approach,
to solve this combinatorial optimisation problem.

We tested our solution approach on a set of instances
that mimic possible realistic scenarios. During the con-
ference we will report the relationship between risk re-
duction offered by the solutions and the instance param-
eters such as: vulnerability of the network arcs, cost and
effectiveness of the available security strategies, critical-
ity of the segments and security budget allocations.
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